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Fields of Contribution

Signature Schemes with Anonymous Properties
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Privacy Protection in EMV Payments protocol
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Card payments

Card payment processing:
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A Little Cryptographic Background
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Cryptography in EMV Payment Protocol

Card issuance
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Cryptography in EMV Payment Protocol
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Cryptography in EMV Payment Protocol
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Generation of an alternative card number

’ Token Provider ‘
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Generation of an alternative card number &  resolution of the modified transaction.

’ Token Provider ‘ Token Vault
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EMV (Security) is the Subject of Numerous Studies

The EMV Standard: Break, Fix, Verify

David Basin, Ralf Sasse, and Jorge Toro-Pozo
Department of Computer Science
ETH Zurich, Switzerland

Abstract—EMV s the international protocol standard for ca. 600,000 Euros [11]. The underlying flaw of Murdoch er
smartcard payment and is used in over 9 billion cards worldwide. 4/ °s attack is that the card’s response to the terminal’s offline
Despite the standard’s advertised security, various issues have i\ verification request is not authenticated.
been previously uncovered, deriving from logical flaws that are y I
hard to spot in EMV’s lengthy and complex specification, running Some of the security issues identified result 'f""m ﬂu\fvcd
over 2,000 pages. implementations of the standard. Others stem from logical
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Abstract—EMV is the international protocol standard for ca. 600,000 Euros [11]. Tt University of Birmingham, UK TUniversity of Surrey, UK
smartcard payment and is used in over 9 billion cards worldwide. 47’ attack is that the card’
Despite the standard’s advertised security, various issues have pp\ verification request is
been previously uncovered, deriving from logical flaws that are . ) P R N .
hard to spot in EMV’s lengthy and complex specification, running Some of the security is Abstract—Relay attackers can forward messages between a (mm.a locked iPhone to any EMV shop reader (with non-
over 2,000 pages. of the ste 2 EMYV bank card and a shop reader, making it possible transit merchant codes), for any amount; we tested up to
to wirelessly pickpocket money. To protect against this, Apple Pay astercard, we found that relays from locked
requires a user’s fingerprint or Face ID to authorise payments, o e
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Abstract

EMV, also known as “Chip and PIN”, is the leading system for card payments world-
wide. It is used throughout Europe and much of Asia, and is starting to be introduced
in North America too. Payment cards contain a chip so they can execute an authentica-
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Payments Reveal Personal Data

5A | len:8 Application Primary Account Number: 1234567898765432

BF24 | len:3 Application Expiration Date YYMMDD: 240430

BF25 | len:3 Application Effective Da

5F28 | len:2 Issuer Country Code: 082¢€ - ")
9F02 | len:6 Amount, Authorised (Numez

000000004600

9F1A | len:2 Terminal Country Code: 08

. . . John Doe 05/24
95 | len:5 Terminal Verification Res

0000008001
BF2A | len:2 Transaction Currency Code: 0826
9A | len:3 Transaction Date: 210318
10/20



The Resale of Your Data
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Expected properties

Payer Anonymity Payments’ Unlinkability Merchant Anonymity
An entity will not get to An entity will stay unable An entity cannot not infer
know a payee's long-term to link payments made by the identity of merchant
identity /D or a long-term the same payee. involved in a payment

pseudonym.
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Regulations

KYC: Know Your Customer

SCA: Strong Customer Authentication

AML: Anti-Money Laundering
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Threat model

In general, all participants can be corrupted®. However,

i[ Attacks

Payer Anonymity

Payments’ Unlinkability

=)
|E|[:] > K&/
erchant Anonymity
-

> E- J
| ]

i D
- v

2\We still need to prevent acainst trivial attacks. 14 /20



Can we bring (some) anonymity?

Short answer: yes

How? Add an intermediary that we call Proxy.

BANK BANK
PrivBank PrivProxy
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PrivBank: privacy friendly bank

EMV-compliant payments with anonymity provisioned collaboratively by
privacy-friendly issuer and third-party proxy.

Issuer —— Card Cjp,

Payer IDa One-time Identity /Dx payer 1D
5

— Flow — Identity knowledge — Law requirements (SCA/KYC) —— Clearing operations
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PrivBank: privacy friendly bank

EMV-compliant payments with anonymity provisioned collaboratively by
privacy-friendly issuer and third-party proxy.

.-~ Agreement ~-.

z ~. Payment

Issuer —— Card Cip, Proxy

KYCQ\l /T

Payer IDa One-time Identity /Dx payer 1D
5

— Flow — Identity knowledge — Law requirements (SCA/KYC) —— Clearing operations
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PrivBank: privacy friendly bank

EMV-compliant payments with anonymity provisioned collaboratively by
privacy-friendly issuer and third-party proxy.

PPt ~ " Agreement BT
el “~<. Payment
Issuer — Card Cpp, Proxy Payer IDy
KYC Q \ \
Payer ID4 One-time Identlty IDx One-time Virtual Card Cjp,,
Payer IDx

— Flow — Identity knowledge — Law requirements (SCA/KYC) —— Clearing operations
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PrivBank: privacy friendly bank

EMV-compliant payments with anonymity provisioned collaboratively by
privacy-friendly issuer and third-party proxy.

z ~. Payment
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PrivBank: privacy friendly bank

EMV-compliant payments with anonymity provisioned collaboratively by
privacy-friendly issuer and third-party proxy.

Pseudo-merchant identity N
sent on PrivBank's backend

Acquirer 1

/ “~<. Payment Acquirer 2
Issuer — Card Cpp,, Proxy Payer IDy

KyC Q A X \ \

Payer /D4 One-time Virtual Card Cjp, — Merchant M

One-time Identity /Dx
Payer IDx

— Flow — Identity knowledge — Law requirements (SCA/KYC) —— Clearing operations
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PrivProxy: privacy enabeling proxy

EMV-compliant payments with anonymity provisioned by third-party proxy.

Payment

[ssuer ——— > Proxy

chﬁ %' P

Payer IDp

— Flow — Identity knowledge — Law requirements (SCA/KYC) —— Clearing operationsN/20



PrivProxy: privacy enabeling proxy

EMV-compliant payments with anonymity provisioned by third-party proxy.

Payment

Issuer ————> Proxy ————— IDx
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Payer /D One-time Virtual Card Cjp, ~ Payer IDx

— Flow — Identity knowledge — Law requirements (SCA/KYC) —— Clearing operationsN/20



PrivProxy: privacy enabeling proxy

EMV-compliant payments with anonymity provisioned by third-party proxy.

Payment

lssuer ————— Proxy — IDx Merchant M
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PrivProxy: privacy enabeling proxy

EMV-compliant payments with anonymity provisioned by third-party proxy.

P as Merchant, or Merchant /_\
M's MCC and ML, sent on

Acquirer 1 Acquirer 2
EMV network
Payment I)
lssuer ————— Proxy — IDx Merchant M

] T o |

Payer /D One-time Virtual Card Cjp, ~ Payer IDx

— Flow — Identity knowledge — Law requirements (SCA/KYC) —— Clearing operationsN/20



Privacy Improvement Within EMV Payments

Anonymity
Payment means
BANE (ARR))
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Our security analysis

Unforgeability:

The payment authorisation/protocol remains unchanged.

Payer Anonymity

A payment pay has been made by a payer ID: (ID, pay) € Rpyqt, if

3\ € [SetupID(ID)], 3C € [SetupPayment(ID)],
pay € [Payment((ID, C), M)]

Is Rpidr. preimage resistant given a payment pay?

Payment’s Unlinkability and Merchant Anonymity are similarly defined.

All our relation based properties also imply some game based defined properties.
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Paiement mobile anonyme
~ Norme compilant ~ Law compilant
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Paiement mobile anonyme
~ Norme compilant ~ Law compilant

“No one shall be subjected to arbitrary interference with his privacy [...] or
correspondence [...[. Everyone has the right to the protection of the law against

such [...] attacks.” The Universal Declaration for Human Rights

- )

Thank you for your attention




